& orAGING .
www.dragino.com

OF |
;0
0
@e
<8
ce

& DRAGIND

LGO1 LoRa Bk W 5< FH 7 FHit

ARRAS: 1.4
[E 4B A 1oT Mesh v4.3.3

Version Description Date

0.1 Wi 2016-0Oct-29

1.0 IER KA, HIN ThingSpeak JIRS5 2441 2016-Dec-9

1.1 IRINANATZE 4 3] TTN LoRaWAN il 55 #8451 1 2017-May-17

1.2 75T RN2483 B2 2017-Jul-14

1.3 N OLG RE&UH, Bl 1P ik, T AR AR 4 . 2017-11-15
R T S

1 /65

LoRa MIFEH P FHf ---2018-04-03 Z 4




& orAGING .
www.dragino.com

| 14 | I B 55 BB, M MQTT TR . 2018-04-03
Hx

L AT ottt 5
1. HIEIZR oottt 5
1.2 FEAIUEB oot 5
1.3 PERIFAE oottt 7
L8 BRBIREIE oottt 7
1.5 BEFHATIE .oovevecieccc ettt bbbttt 9
1.6 FHAEFEZS ¢t 10
1.7 B SIM EZEELE 3G/AG BB oo 10
p Sy = o) R OO U RO 11
2.1 LGOL I I B o.ocvveeeeeeeeeeeeeeteteeteee ettt 11
2.2 BB FE T oottt 12
2.2.1 FEAIZEEE ArdUINO IDE.......ceiecvieeveeeeeeeeee et s 12
2.2.2 25 MCU AL ANEE oottt 14
2.3 fATEAIET LORA TEZRTEM oot 16
2.3.1 ZZBE LORA JIE wovveieecieieeieieeeete ettt 16
2.3.2 EAE LoRa B S I cooevoeeeeeee e 18
2.3.3 L4% LGO1 LoRa PZCHREIE cvovveveereieeriereieieie et 19
2.3.4 JPHTIIRRGE T oottt ettt 20
3 B HIRRZE VLR oottt bbbt 21
3.1 BT ot 21
3.2 RIUTELR AP THLE oo 22
3.3 WAN EfG I IZEEIER oo 23
3.4 WIFI B IBEIR oot 23
3.5 TCEZRARIT(MESN) couveeecveieeiececiesee et 24
R R 1= o T S~ AT 24
3.5.2 B HITEE oottt sttt 25
3.6 USBModem FE'5 L .ot 28
3.7 USB3G/AG DA LA oottt 29
2 /65

LoRa MM/ FHY ---2018-04-03 &7



C DRMAGINO

www.dragino.com

BLINUX ZR G ettt st 31
4.1 LinUX FEH G SSH UT T 1vvrieei ettt 31
4.2 SCAFBIGREE UL coovoeveveeeeeee ettt 32
B3 SFRDE oot 32
B4 HFALGEYT B3 oo 33
=TT I Z- 0 SOOI 34
51 i Console JFERFITENVHIRIZ I covvreeeieeereee et 34

B HEBMETHE oottt 36
6.1 FEEMBEAEEH B oot 36

7 T LINUX EIEE oot 37
7.0 GEIE WED UL THZ oottt 37
7.2 ZBH LINUXSREI FFZ ettt 37

8 AL MCU I oottt 38
8.1  HIL Arduino IDE fB ..o 38
8.2  JHIT Web Ul FFZ MCU [ cooovoeeceeeeeesee e 38
8.3 MCU H BT ottt 39

9 Jnfil: ¥ LoRa 55 RESTFUI API G55 wooeeieieiieieiecisee et 40
9.1 RESTFULAPI JEHA? oottt 40
9.2 TIE 10T RZERE oottt 40
9.3 B FABMIAR oo 42
9.3.1 LGO1 @I Linux T2 2238 RESFUl API AT weovveeecee s 42
9.3.2 BT M TR IEIE SRR RESFUI APE P oo 43

9.4 A%\ LoRa 17 AUSRHUEHRE I RIZ BN (10T) HREGER oo, 45
9.4.1  UEBTEME covoveeeeseeeee ettt 45
9.4.2  FEVHIIEIARSS B T oottt 45
9.4.3  FABF ST coooovoee ettt 46

9.5 EEIRZE T o 49
9.5.1 A IMEALZREE B G R o 49
952 ZMREBE LB LEIR oot 49

3 /65

LoRa MM/ FHY ---2018-04-03 &7



& orAGING .
www.dragino.com

10 HF LORA 55 MATT GEf oot 50
10.1  HAE MATT? ettt 50
10.2 VAT MQTT APl oottt 50

10.21  TAFJEEE oottt 50
10.2.2 T TAE oot 50
10.2.2  YHH MQTT APL .ottt 51
103 EAEBIIE oo e 52

10 BT ottt 54
10.1  JEZE TTN LoORAWAN FREGTZR BT vt 54
10.2 AT BT oottt 54
103 WHA{E FH LGO1-S FIAEIEBZ T ? oo 56
104 FEZZB T oo 58

TL FE T oottt bbbt bbbt 58
111 T4 LoRa #B5rH 433/868/915 M FAISMEA? .oovverecrercrreciecieene 58
11.2  LGO1 LoRa #BAFMIAIERTEEIZ Z /D7 e 58
113 WIS AT LOR BEAE? oottt 58
114 LGOL AT LALREZDANTI LT ittt 58
115 LGO1 HJ ASZHFAT AZRTLHIIRETAR? oottt 58
116 FAT LA LGO1 BFE B i [ 2k L rT LA B LGo1 YEARRS? ... 59
117 WHAAIE A A SRIUE Z MR BIP oot 59
11.8  OLGO1 AT A RLEBITEWE? covvevereeeeeeseiee sttt 59
119  FIZMKT LoRa FEAR UM . oot 59

12 FHIRRIIE oottt 60
12.1  FRICVELE Arduino IDE FEL Dragino LB A oot 60
12.2 MCU F Linux ERZ [H] ) Bridge AN TAE oo 61
12.3  Arduino IDE A KEMIE LGOL vvuveeeeeeeeeeseeesess st 61
124 ZHSFAR, TR T AR, WAIEE? 61
125 QIR Linux BEEBT WATPKE LGOL oo e 62
126 Y WiFi TTFRIACE T LGO1 JFRZE T EM IP, fEZE A s 63

4 / 65

LoRa MM/ FHY ---2018-04-03 &7



C DRMAGINO

www.dragino.com
D3 FTTIZTH ettt e ettt e e et et et et et et eeeeeeeeeeeeeaeeeeeanannennaens 64
L4 A B oottt ettt et ettt et et et et et e e et e e et et n et eeeeeeananaes 64
T 0, N TS 64
L 2L (=1 OO O TSSO U TR OTTUPETRTOPRROPRIN 65

1.1 R

LGO1 J& — /M IR A HLETE LoRa %, ‘& HI LA%F LoRa M iE it WiFi, PARKM I, 3G Bi# 4G
KZEFES Internet IP 2%, LGO1 AEFFIRIR A Linux R4 LigfT; ‘& —A4> USB LI,
2 MUK EAT 802.11 b / g / n WiFi Thfg. USB T HLu 1 a] T g s i, itk Leo1 3k

WORE, ATLLRE LoRa MZEREBIAFIRAL A MIZE, DA 2 H - 7oK

.‘ D
~_Log,
=
o -
LoRa HiHH . e
. - . - ‘f-'/:x;f (\E\F\
‘3 = L NG e
Prre— ~ ey, SE

e

-~ Lor, G &y

‘ Lora Gateway

1.2 =i

T R G-

Linux #47:
> 400Mhz AR9331 AbFH3
> 64MB RAM
> 16MB Flash

AL FEZE (MCU) #B%:
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iy NHL K2 9~ 24v DC

PN RI45 2

—/]> USB 2.0 host #hifi#% 1
—A> N USB 2.0 host 1

WiFi #i#&:

>
>
>

>

IEEE 802.11 b/g/n
AEETE L 2.4 ~ 2.462GHz
IRk
v" 11n tx power : mcs7/15: 11db mcs0 : 17db
v" 11b tx power: 18db
v" 11g 54M tx power: 12db
v' 11g 6M tx power: 18db
Wifi REE
v’ 11g54M: -71dbm
v 11n20M: -67dbm

LoRa H#%:

>

VV VYV VYV VY VY VYV VYVYYVYYVY

v" Band 1 (HF): 862 ~ 1020 Mhz

v" Band 2 (LF): 410 ~ 528 Mhz
B ORBE S T AT I5 168db
+20 dBm - 100 mW FL e AR A0 I 1 E RS At H 5
+14 dBm (=R ER UK AR
A i % LU ARR 2 f s AT IR 300 Kkbps.
=R E: {KE -148 dBm.
Al FEPERT I N =B =-12.5 dBm.
LR PR B BT S 2
10.3mA {KFZUCHLIT, 200nA 2577 8% (R HLIR
SRR 61Hz. SEATERIIANE A Ay
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IR BN B[R DA,
HI SR A,
127 dB f¥] RSS ZhASTE .
H B E SR, CAD BRI i AFC
W CRC. ik 256 75 s
P B R AL B A R A

I B2 P 4% -4G LTE (7] i%):

>

Y V V V

¥ EC20 LTE module

Micro SIM <18

N HB 4G RE+IMT 4G MR 4.

51k 100Mbps R AT8EH Al S0Mbps 1) _EAT5E B HE %
VG FE A B LTE. um/hspa+F1l gsm/gpr/edge H78
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& [ 4 2] McU.

FH Web GUI. SSH it LAN Bl WiFi & #.

A I X 25 T2
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W E Web 155 %5,
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LG01 System Overview:

Dragino HE Linux Module
micro-controller CPU 400M Mips CPU

ATMega328P DDR: 64MB
Flash:16MB

USBE Hub
Lora Wireless
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2 P s 8 m) 5
2.1 LGO1 Wyfs FAIAC B

LGO1 BRIAFCE N —™ WiFi AP. il AFEERZ BB 1 WiFi 4% f5 15 13 ML & LGO1.

1E LGO1 MEE— A s, e¥ A3ER— A %41 WiFi
&, AU dragino2-xxxxxx

F PR DM R 210 AE R RIXAS Wik . XEEICAH
K RAE—A 1P #ihk 10.130.1.xxx, LGO1 FIERIN IP &
10.130.1.1

FITFEICA RN 4%, B 10.130.1.1

F P 3] LG0T (15 S F .

Web &K 2
User Name: root

Password: dragino

{ & dragino-168ch0 - LuCl X
J \ LU .

Erne=s s -
E FiRBIRRIE
7 Internet 3518
‘E draginozlsscbo E
Internet 3513
FEREEE ~
dragino-168ch0 cisE ?!!ﬂl
ChinaNet-RwqU M
VT_SECN M
haozhimei !!!!!
ChinaNet-c3sz d!!‘
HUAWEL-2011 ol Il

RSP ['

&« C' | [3 10.130.1.1/cgi-bin/luci/admin

dragino-168cb0

Authorization Required

Please enter your usemame and password.

Usermame root root
Password  sseeess dragino l
[@ Login B Reset

DRAGINO TECHNOLOGY CO., LIMITED
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2.2 THIEHISRER.

MCU(f##% il #5) ATMega328P F T4 LoRa 1Al Dragino Linux HEHLUE S . MCU [MFE/TiE
SEET CIESH, fE T HASZ Arduino IDE. FHFEATER T WA BT HAE

2.2.1 N#E A% Arduino IDE
» M Arduino B J7 M5 T #icH ) Arduino F4H(IDE) -

https://www.arduino.cc/en/Main/Software

1E PC % %% IDE, $TH A5 File --> Preference, 7t Additional Boards Manager URLs B ¥5 1
PLF URL http://www.dragino.com/downloads/downloads/YunShield/package_dragino_yun_test_index.json

7 LonsoleAscill able | ArgUING L5

le Edit Sketch Tools Hel
ealitggeicmt iicoiomtiein Preferences

Settings | Network]
ConsoleAsciiTable Sket chbook location

=

C: \Users'edwin'Docunent =\ & duino|
Editer language English (English)
Editor font size 12

(V] Autonatic

Show verbose cutput during’ |V compilatie

Interface scale

upload
Compiler warnings Nome
[[]Display line numbers

7] Enable Code Folding

[#]Verify code after upload
[]Use external editor

(V] Check for updates on startup

(/] Save when verifying or uploading

) Grequires

extension on save (pde —> .in

0)

v| (remires restart of Avduine)

restart of Arduino)

Additional Boards Manager URLs® | /www. dragino. con/downloads/downl oads/TunShi el d/package_dragine_yun_test_index. json |

fent

> 3| tools --> Boards --> Boards Manager, #X%| Dragino boards 15 531235,

Table | Arduino 1.6.8

| Tools Help

_

e
(9 Boards Manager

==

Type | A11 Filter your search

EMORO 2560 by Inov:
Boards included in th

by Dragino Technology version 0.2.0 INSTALLED.
ded in this package:

narde - Dragine Yun ,Arduine UNO - Dragine Yun , Arduine Mega 2560 - Dragine Yun.

[ Townloading platforns index

» {f IDE 1% Dragino board 15 2.2 J5, FATATLLE 22K H IDE Board {5 5., #iZ T
PR —FE . X T L1601, FATRN1ZIESE: Arduino Uno - Dragino Yun.
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ConsoleRead | Al TE E Y ot |
[File Edit Sketch
Auto Format Crl+T
Archive Sketch

ConsoleRead Fix Encoding & Reload

Serial Monitor Ctrl+Shift+M -

Help

Serial Plotter Ctrl+Shift+L

Board: "Arduino Uno - Dragino Yun" ) FY

Port: *dragino-169d30 at 10.120.1.1 (Arduino Yin)" y  Arduino Yin
Arduino/Genuino Uno

[

Programmer: "AVRISP mkIl* ! Arduino Duemilanave or Diecimila

Burn Bootloader Arduine Nano
Arduino/Genuino Mega or Mega 2560 A
Arduino Mega ADK
Arduino Leonardo
Arduino/Genuino Micro
Arduino Esplora i
Arduino Mini

Arduino Ethernet

Arduino Fio

Arduino BT

LilyPad Arduino USB

LilyPad Arduino

Arduino Pro ar Pro Mini

Arduino NG or older S

N Arduino Robot Control
_ D[agmo Boards \nfor Arduino Robot Motor
LG01 is Arduino Uno - Dragino Yun

Arduino Gemma

Draging Yun

Arduino Leonardo - Dragino Yin
@ Arduino Uno - Dragino Yin

Arduino Mega 2560 - Dragino Yiin

~r +r w ==

VER: W H S E B 3% 3 Dragino Boards B {5 B R &1, ) a] LLFRESh % b0 e B SC4.
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2.2.2 4 McU _EfE—ANFE

B, BATATLAR MCU _EAE— AN R 4E, BE R TAER
> WRECLERES] LG01 WIFi SSID,IEFI AR IE I TFENLA LGo1 7RI H, SR
J5 X AN A AR AE [R]— S Wik &, 7E IDE T, & EEIERASE O, W BT ER:
msoleRead | Arduino 165 I T —

dit Sketch Help

> 4 Auto Format Ctrl+T
Archive Sketch
nsoleRead Fix Encoding & Reload

Serial Monitor Ctrl+Shift+M

Serial Plotter Ctrl+Shift+L

Board: "Arduine Uno - Dragino Yuin" 3

Port: "dragino-169d30 at 10.130.1.1 (Arduino Yun)" ) MNetwork ports

dragino-169d30 at 172.31.255.254 (Arduino Yin)

Programmer: "AVRISP mkII" . .
v dragino-169d30 at 10.130.1.1 (Arduino Yin)

Burn Bootloader

Select correct network port in the IDE, we will
use this port to program the MCU in LGO1

> M IDE --> File --> Examples --> Dragino --> Basic --> Blink &35 1 1%,
sl BAL, KRR AL D] 16014 LG0T HURMI Y, 1B LGO1 Z5HY.

25 Blink | Arduinc 1.6.8 - p— - 9 Blink | Arduino 1.6.8
[File] Edit Sketch Tools Help File Edit Sketch Tools Help

New Ctrl+N
Open... Ctrl+0 -
in
Open Recent 3 Upload the Sketch to MCU. If it

Sketchbook » I ask you to put password. put the

Examples ¥ & password of LGO1,
EEPROM default is dragino
Ethernet

Close Ctrl+W
Save Ctrl+8
Save As... Ctrl+Shift+5

Firmata

sD
Page Setup  Ctrl+Shift+P SoftwareSerial
Print Ctrl+P SP1

Temboo

Wire
Quit Cirl+Q RETIRED

pinMods CHEART_LED, OUTPUT) . . . pirMode (HEART_LED, OUTEUT):
- : Examples from Custom Libraries }

int HEART_LED=AZ:

Preferences Cirl+iES d setup() {
wvoid setup

ff initialize digitsl pin =25 an output.

1

DallasTemperature

DHT

Dragino

GSM

IBM LMIC framework v1.5 for Arduina

7/ the loop Function runs over | [/ the loop function runs over and over again foraver

Basic ) Blink

Bridge »

LiquidCrystal
NewSoftSerial
Onetiire Select the Example Sketch
RadioHead

Servo
Stepper
TET
ThingSpeak
WWiFi

PR VA RS
Blink il 7443 MCU 1) A2 5] it B 9 A IV (0 e P AP, XA 51 IIER 1 L1601
(¥ HEART JT. QRS EA% 13X ANEE, 7 AT DA IL HEART KT 458 S - r s AR
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2.3 fA B LoRa ELRTEHI

T MK LoRa oWk Thee, FATTZ DT EEM /N SCHF LoRa L. AW, FRATH
fEFH AT %%

LoRa JIk55#s: LGO1;

> LoRa % /7¥fii: LoRa Shield + Arduino Uno

A\

LoRa Shield + Arduino as LoRa Client

LEIXAM T, FRATTSs i R FE A LoRa JB15 . LoRa %% /' iifiid LoRa 4 #&%iEAL. LGo1
IR SR YAL 11 e B, 2 5 o ARAT T R b A R R

2.3.1 %% LoRa JE
X HE I FER Radiohead %, e M https://github.com/dragino/RadioHead/archive/master.zip
TEM B R E IR Arduino FESCHEIeH, B RIER AR NZ A0 R E:

K +E#] » others (E) » software » arduino-L8.5-windows » arduino-1.8.5 » libraries » RadicHead-master »

Radichead library location in Windows machine |

= BR =] BM A =3 Fh

@ s | examples 2017/11/3 1:.05 ITiEE
&l REFE )l RF24configs 2017/11/3 105 TrigsE
) EF || RH_RF24_property_data 2017/11/3 1.05 =
B2 edwin 1. RHutil 2007/11/3 105 i
oM HEH, |\ sTM32ArduinaCompat 2017/11/3 1:05 el =23
oy () 1 tools 2017/11/3 1:05 pril-=

+ s work (D9 | LICENSE 2017/6/6 7:25 bod3 1KB

+ g others (E) ] MANIFEST 2017/6/6 7:25 i 6 KB

L ESRE F) | project.cig 2017/6/6 7:25 CFG i 100 KB

68 Apple iPhone _ Radiokeadh 2017/6/6 7:25 H Sz 59 KB

G R | RH_ASK.cpp 2017/6/6 7:25 CPP Szft 26 KB

| RHASK.h 2017/6/6 7:25 H 3z 19 KB

@ AR | RH.CC110.cpp 2017/6/6 7:25 CPP 3zf 17 KB

& B =| [RH.CC110h 2017/6/6 7:25 H 3z 44 KB

A T HifR Radiohead 1) 72 IEf 222511, FRATTE S Arduino IDE, 2 J5FRA11<E % Radiohead
HILLE Examples [ H B, WIF:
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| sketch_nov03a | Arduino l.w

T T e

{[File] Edit Sketch Tocls Help

LoRa MIFEH P FHf ---2018-04-03 Z 4

New Ctrl+N

Open... Ctrl+0

Open Recent 3

Sketchbook »

Examples A

Close Ctrl+W s

Save Ctrl+S LiquidCrystal

Save As.. Cirl+Shift+S | I RadioHead-master ask
Robot Control cc110

Page Setup  Ctrl+Shift+P Robot Motor mrfg

Print Ctrl+P ) nrf24

Preferences Ctrl+Comma Servo nrfs1
SpacebrewYun nrig05

Quit Ctrl+Q S 22
Temboo rf24
TFT 69
WiFi a5
RETIRED serial
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2.3.2 _FA% LoRa % 7 i A [l 44

a) HJGFTIF Arduino IDE, i%EFE Dragino Yun — LGO1,

ch_novUSa | Arduino 1.8.57T A . i h =l |
File Edit Sketch [Tools) Help
Auto Format Cirl+T
Archive Sketch
Fix Encoding & Reload
wvoid setup () { Serial Monitor Ctrl+Shife+M
/1 put yeur == Serial Plotter Ctrl+Shift+L

sketch_nov03a

1 WiFi101 Firmware Updater

Board: "Dragino Yan + UNO or LGO1/OLGO1" »
Part L

woid loop () {

S/ put your ma

b) SR)5iEFENT: LoRa_Simple_Client_Arduino

isftch_novuaa | Arduino 1.3.5_— — T T (| L AT T T T T AR
Edit Sketch Toals Help |
g::n... g:::g “- 41 ¢ 1 AaBbC 11 AaBl 111 Aa
e T D o Eo Dragino-.. Dragino-.. Dragino-..
Sketchbook 3 it
Examples & e
e T LiquidCrystal » (M B 1 i 21 121 2% 12
T Ctrl+S RadioHead-master 3 Dragino Yun—LGO01, «
Save As..  Ctrl+Shift+S el Cenrm ]
. Robot Motor » }
Page Setup  Cirl+Shift+P D b o
Print Ctrl+P Servo b I
Preferences  Ctrl+Comma SpacebrewYun > EHE
Quit Cirl+Q :t::::ro : Cerl Concurrent »
LoRa_GPS_Track v
Tlfr. ' :W LoRa_Mini_Low_Power
Ll g LoRa_Receive
RETIRED ' . | LoRa_Simple_Client_Arduino
Examples for Dragino Yun + UNO or LG01/0OLGO1 |B_Simple LoRa_Simple_Client_Yun
Dragino Basic LoRa_Simple_Server_Arduino
Examples for Arduino AVR Boards Bridge LoRs_Simple_Server_Yun
EEPROM GPS LoRaWAN 3
SoftwareSerial IoTServer multi-nodes-with-temperature-sensor »
cor LoRa RadioHead_UART_PassThrough v

c) fE£ LoRa_Simple_Client_Arduino f)ZRFE % 1+, AR #1525l Arduino UNO, iXAMK
KB T/ LoRa Shield + UNO:
9 LoRa_Simple_Client Arduino | Arduino 185 — p . E@g

File Edit Sketch |Tools| Help

Auto Format Ctrl+T
Archive Sketch
LoRa_sSimple_ Fix Encoding & Reload
Serial Monitor Ctrl+Shift+M il
Serial Plotter Ctrl+Shift+L ‘ |

fiy

WiFi101 Firmware Updater
Boards Manager...

) | Board: "Arduino/Genuino Uno" I Arduino AVRE Board

d) #id USB com ¥ _EVRHITF LoRa_Simple_Client_Arduino /| LoRa Shield + UNO. [F]i#T
TR OISR AR .
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2.3.3 4% LGO1 LoRa [ 53 [ 14
a) MRS Arduino.exe SKFTIF B 4b—A> Arduino IDE & . IXIREE, KARANIFHEHA
ML E COEAEs, — SRR b, R/ EM Leo1 M

T T— ——
[ 1 » HE#l » others () » sofware » arduino-18.5-windows » arduino-1.85 »

a5 r=a-c =

= BR * EW B EE E=id)
R L drivers 2017/10/2 15:37 iEE
Gl BET# || examples 2017/10/2 15:37 ik
& =5 |\ hardware I017/10/2 15:37 it
A edwin | java 2017/10/2 1537 STz
1 HE L lib 2017/10/2 15:37  SzffsE
&, R (C) . libraries 2017/11/3 1:05 i
o work (D3 |\ reference 2017/10/2 15:37  EfhE
s others (E | tools 2017/10/2 15:37  rfdsk
L EREE ) || taols-builder 2017/10/2 15:37 STk
. . 2 arduino.exe 2017/10/2 1537 RS
& Apple iPhone == - — -
P & arduino.4jini 2017/10/2 1537 EEER
&3 arduino_debug.exe 2017/10/2 15:37  RiFIER
? IR {#] arduino_debug. 4jini 0171072 15:37  EERE
£ Bws = = arduino-builder.exe 2017/10/2 15:37 SRR

) 10-26 BF & libnshn.dll 20171042 15:37

b) FEFTHIE L, % 1601 fE N EAE A T , RIFIEFIF EAEH
LoRa_Simple_Server_Yun

@ Lo Ra_STmpfe_Server_fun l Arduino 1.8.5 pE=EEea X

File Edit Sketch Help

Auto Format Ctrl+T
Archive Sketch
LoRa_simple_ Fix Encoding & Reload
Serial Monitar Ctrl+Shift+M ]
Serial Plotter Ctrl+Shift+L

m

WiFi101 Firmware Updater

Board: "Dragino Yin + UNO or LG01/0LG01" >|
Port 3
Get Board Info

R B Programmer: "AVRISP mkII" 2

Burn Bootloader

O BIT EAELERUR, 1TFEE LR R

LoRa_Simple_Server_Yun | Arduino 1.6.8 e o= S (P E® dragino-168£24 at 172.31.255.254 (Arduino Yiin) == 2
File Edit Sketch Help X | Send
Select Arduino Uno — [

Auto Format

Dragino Yun as the board Start Sketch
Archive Sketch

Listening on Erequency: 868.00

LoRa_simple_ Fix Encoding & Reload
i - - D P -
iF (295, avail | Serial Monitor .CtrHSh\fHM |
1 Serial Plotter trl+Shift+L
/1 Should be | Board: "Arduino Uno - Dragino Yuin" | 3
uintd_t buf[ 5 =
. | Port: *dragino-168f24 at 172.21.255.254 (Arduino Vin)" |
uintd_t len
Lf iS5 re Pro  "AVRISP mkil" o M ’ :
iuiniis m Serial Monitor of LG01
{ Burn Bootloader L
digitelffes
RH_RF95: :printBuffer ("request: ”, buf, len): \

Select Serial monitor ===t 7: .
—t)huf); Select LG0T in i
Comsele. print ('RSSI: ): network port
Comsole. println(rf95. lastRssi (), DEC):
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2.3.4 73l g R
JRT B PR T4 i as R,

v LHMEDE/RT LoRa & UG IERFEL M AN #E LoRa Bl L, FHE&EfFHIE.

v OFHBE D G0l MR I, g~ T LGo1 ZE3 T —~"Hello, World” i) B di £33
6] 52 “And hello back to you”, 24 LoRa %% il FIX AR E A2 J52FTENEI H . f & X
F.

& LoRa_Simple_Client_Arduino | Arduino 1.6.8 | eS| W @ come =B X

File Edit Sketch Help

Send
Oo E 4 Auto Format Ctrl+T =
Archive Sketch .
LoRa_Simple | Fiy Encoding & Reload e e
gt reply: And hello back o you
1 Serial Monitor Ctrl +Shift+M | M |rssT: —22 LoRa CI_\ent Monitor
Serial begind Serial Plotter Ctrl+Shift+L | Sending to LoRa Server Window
while (!Seria] 2ot reply: And hello back to you
Seriel. printl. | Board: "Arduino/Genuing Uno® 4 RSSI: -22
iE (1rf95. inghl | Port: "COM9" ¥ Sl H [sending to LoRa Server
Serizlfrin . ) | got reply’ And hello back to you
i1 SepffTm g Programmer: "AVRISE g RSt 22 BaudRate: 9600
95 %etFreque: Burn Bootloader Sending te LoRa Server
;SE\ECT AU got reply’ And hello back to you \ 3
< | § |rssT: 22
| . S - -

[¥] Autoscroll To line ending v | 9800 baud v
Select the Arduino port here
@ dragino-168f24 at 172.31.255.254 (Arduino Yiin) =B %
Send

Sent 2 reply o

got request: Hello World!
RSSI: -23

Sent a reply

got request: Hello World!
RSSI. -22

Sent a reply LoRa Server Monitor Window
got request: Hello World!
RSSI. -23

Sent 2 reply

got request: Hello World!
RSSI: -22

Sent 2 reply

rdui n COME

[¥] Auteoserell To line ending ~+ 300 baud -

T EAMEIT R, LoRa &) B R e # LoRa Hdafl. 1 LGO1 SAEH ;T 1T e
FHRALES 2 5 A B B IF R A2 . TR R 2 JRA T7E I 5 b A7 X BOA R
while (IConsole) ; // Wait for console port to be available
Fon— HAGP EBH Pl B LERSR
WA LG01 ANEERF R AL A E BRI, T4 mT LB EAEIX BoA RS BE i .

S 55— 1601 fEN LoRa i kAT fi
JES BTSRRI, HR U BT

IDE --> File --> Examples --> Dragino --> LoRa --> LoRa_Simple_Client_Yun
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3
3.1

SR 2B E
v

LGO1 SZHF T AN IR BRI R X 28 Hed. AN i T LAAE LG0T T I v 5 7L ) i 7R o 2 97 4
GERE). IR ) 28 A A LA

A N N N NN

v

WAN [ 48 R
WiFi 25/ SR
WiFi AP #&3

To PR 45 (mesh)
UsB RE5MER

usB AR

Ei% B M S 00, Al LLEE Web --> Network --> Internet Access 7 1] 1% B i# i LED &
TN IER:, TR EMNEORES , LG A M4 iEH: 8| =ML, HAE GLOBAL LED H &

g
RS,

@ Continusely Check Net Connection

W L1G01 51ZEHA M 4%i%EH:, GLOBAL LED K2 [Nk
dragino2-3ccaef System~ Sensor~ Network~ Logout
Gateway
DMS Server
Display Net Connection | www.163.com Check Connection to Specify Host

and display via SYS LED

M 2% BB IE Network FHiSEFR N, EARZN LD, WATE BRI E LGol LLEksT
LAY N 2R T

LoRa MIFEH P FHf ---2018-04-03 Z 4
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3.2 —RETEL AP %%

R AP HEUR, LGo1 I E Y WAN 3 I8 USB 3G/AG/GPRS 3545 HEEMHEN
LGO1 A FEN—A WiFi #E N 5 - IE—/NAH AP MIZ% . LGO1 ¥ HEEMIR LRI E 1) AP M
ZH LAN 210, EURFTR:

)

0 AP mode  IP:10.130.1.3

Router WAN ="

WAN: 192.168.1.2
LAN: 10.130.1.1
Access Internet via WAN port and WLAN:10.130.1.1
Share the internet to its LAN/AP network o1

IP:10.130.1.3

)

AP mode
o“'.“ “
3G/4G Dial Up T LAN

3g-net: 10.72.101.23
LAN: 10.130.1.1
WLAN:10.130.1.1

Access Internet via USB and
Share its Internet to the LAN/AP network

WAL & WiFi AP HE R

Network --> Internet Access:

v 3@ WAN i TG USB IR e 17 n) LI X

Network --> LAN and DHCP
v EHJEIEM R DA F DHCP IR 45 %%

Network --> Access Point

v JaH JGZ AP
v i\ SSID/ Encryption/ Passphrase

Network --> Mesh Network:
v 25H] Mesh 4%
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3.3 WAN ¥ O &g AR

LGO1 ¥f4 F WAN ity 3047 FLIEEHE, 29K LGO1 (1) WAN ity 1342 1) 2% FH 28 1, LGO1 ¢ A
% A RS 1P AVELER 3N o LGOL I FLIE XS (L 21 LAN 3 AT WiFi AP 4%, FH T-H
fih & 25BN Internet fH A .

WAN 3 1 R0 26452 3002 LGo1 H ) A A BRI L B

3.4  WiFi ZFPER
7E WiFi % P e, Dragino 784 WiFi 25 /i, il WiFi ZE32 M 24 % i #2555 H DHCP
R L&z, Eiok B2 AR 3] H LAN 5 M.

Access Internet WiFi and
Share its Internet to the LAN network

Router WiFi AP

WiFi: 192.168.1.2
LAN: 10.130.1.1

£ Web Ul P E

Network --> Internet Access:

v' @Rk WiFi Client 1 ] B

v’ 3k13 1P 197775 DHCP

v B ONIERARY) WiFi SSID, 25 AL AIT N a5 5 =

Network --> LAN and DHCP
v TR R D E ) DHCP k45 %8

Network --> Access Point
v Z5H WiFi AP

Network -->Mesh Network

v ZEH L mesh 4%
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3.5 TTLMIRM(mesh)

TERPIR S A e, P AT DL 515 4 R AR Do o 5 B3 PO R PR 2 = i 7 st

mesh X3 {5 Ff WAN % 158 USB 3G/4G il i i 45 A b2 th 2 3R ELER I 2 N . B IE
B H IR AE 45 1% mesh 2% 1K) mesh 5 55, mesh 5578 24'¢ 1K) mesh 2% ) DHCP #%
H 7

mesh F £ BT mesh PhiliE#EF] mesh M 3e, FFiEid mesh W56 4 H EE/

LAN: 10.130.1.2 AP 10.130.1.203

Mesh Gateyway mesh = LAN
WAN: 192.168.1.8 e - &
LAN: 10.130.1.1 i €%
WIFi: 10.130.1.1 )))) :
p ! !
WAN ‘ H i
Q - --. 1 ! 10.730.1.204
L} l ] -
Router ————— 1 i mesh
i !
i : ))))
: = AP
Lo mesh_ A 10.130.1.202
e o #
Q Mesh Client 1 #
LAN: 10.130.1.3
LAN
10.130.1.200 1 QE
i —
mesh = 10.130.1.201
=
A Typical Mesh Network Mesh Client i
Use WAN for internet access. AR )
. AP =
g —
10.130.1.205

3.5.1 mesh PMREHE

Network --> Internet Access

B o WAN 5o s uUsB W H @ H 2% W m HOBE M

dragino2-3ccaef status-  System

Small Enterprise-Campus Network

Internet Access
Access Internet Via VWAN Port E|
Way to Get [P DHCP E|
Display Met Connection  www.163.com

@ Continusely Check Net Connection

v N mesh WIeIR P R Tk

Network --> LAN and DHCP
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k+ Logout

Small Enterprise-Campus Network

LAN and DHCP Gateway Node Setiings
| P Address 10130 1.1 | IP Address for its LAN and AP I
internface.
Enable DHCP @ Enable DHCP Sever | SiEEn 23R S I
Authoritative [ @ Enable DHCP Authoritative
T T Packets from LAN port and WiFi
| LAN Gateway | 255.255.255 255 | Interface (AP and Mesh) will be
forward ta its WAN interface

Subnet Mask | 2652552550 v
DHCP Start IP | 10.130.1.200

v EHJRIEME O4)% Enable DHCP
v % HE LAN Gateway: 255.255.255.255

Network --> Access Point
v' Enable WiFi AP(FJ i), mesh 25t (1) ) S mr] LA B AH R ) AP SSID.

Small Enterprise-Campus Network

Access Point

Station 1D Dragino2-3ccaef

Encryption WPAZ EI

=

L]

Channel  Channel & El

AP Connections 30

Network --> Mesh Network
v Enable mesh

v i\ Group ID/E: R E—4 A K Mesh ¥4 5] DL EIE.

dragino-169d30

em~ Network ~  Logout

Small Enterprise-Campus Network

Mesh Setting

Mesh devices with the same group 1D and AP wifi channel can communicate with each other

Enable Mesh @ @ Enable Mesh Network

GroupID 10000
1@ Input a number between 1 ~ 1099511627775

Mesh Gateway

Gateway Mode | OFF v

3.5.2 W& E
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Network --> Internet Access
v & B Access Internet Via A Disable

www.dragino.com

dragin02-f53 1b1 Status ~  System Metwork ~  Logout

Small Enterprise-Campus Network

Internet Access

Disable its WAN access. so
Access Internet Via Disable v packets will pass to Mesh
Interface.

Display Met Connection

@ Continusely Check Met Connection

Network --> LAN and DHCP
v' Z£H] Enable DHCP
v LAN Gateway &'Ey Mesh W&k

dragin02 -f531b1 Status 5 Sensor Metwork +  Logout

Small Enterprise-Campus Network

LAN and DHCP

| IP Address | 10.130.1.2 |

Set a unique IP address for its
LAN and WiFi interface.

| Disable DHCP server in this

| Enable DHCP [ @ Enable DHCP Server device.

| Use the Gateway Node as Default

| LAN Gateway | 10.130.1.1 Gateway

Enable Fallback IP @ Fallback IP is permanent IP in LAN port, active after reboot
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Network --> Access Point
v' Enable WiFi AP(RJ i), mesh 25t 1) ) ST r] A B AH [F] i) AP SSID.
dragino2-b170b1

No password set!

There is no password set on this router. Please configure a root password to protect the web interface and
Go to password configuration...

Small Enterprise-Campus Network
Access Point

Enable WiFiAP [~ @ Enable WiFi AP

Station ID | dragino2-test-mesh

Encryption ~ WPA2 v

Passphrase essccscssssseee

@

CANUSReg 7

Channel Channel 4 v

Network --> Mesh Network
v Enable Mesh

v i\ Group ID/IRE: R F—4H A K Mesh #4477 DA EIE (.
dragino-169d30

Small Enterprise-Campus Network

Mesh Setting

Mesh devices with the same group ID and AP wifi channel can communicate with each other

Enable Mesh @ @ Enable Mesh Network

Group 1D | 10000
@ Input @ number between 1~ 1099511627775

Mesh Gateway

Gateway Mode | OFF v
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3.6 USB Modem &S EM

Dragino [ USB 4% 7] F T 4% GPRS/3G/4G 25 USB LMKk /. DL R 7125 T —Lefi] -
R A S ec20/uc20 #id, W EE BN % E H R USB Modem, X5 ELETA B A, iR
%% H 3L E LLSCRF ec20/uc20 Bitk,

BAE WCDMA % BRH:

www.dragino.com

dragino2-3ccaef

USB Modem Setting

USE Modem  ManufacturerHUAWEI Technology, Vendor ID:12d1, ProductID:1436  auto Detect USB Devices I
Modem Statys et addr10.72.101.23 P+-P:10.64.64.64 Mask:255.255.255.255 Conneclion Status I

_ Amodem is always detected to have
Avallable USB Port  /devityUSB1 fdeutty USB2 [dewityUSB3 iseutyUsB4 o8 e o e |

USE Modem Senice | UMTS E| 3G WCDOMA I

VID 12d1 Vendor ID as shown in USB info section I
PID 1436 Product ID as shown in USB info section I
Senice APMN 3gnet Service APN. 3gnet is for China Unicom I
Dial String ~ *09# Dial String, Default *09# |
Username Leave blank if no provided by your provider I
Passwaord -] Leave blank if no provided by your provider I
PIN Leave blank if no provided by your provider I
USB Serial Port | tyUSB1 E| The USB port of your dongle used for Dial Up. I

o E 15 3G EV-DO/CDMA2000 it B 5 F:
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dragino2-3ccaef Status + System~ Sensor~ Nefwork ~  Logout

3G EV-DO dial up example:
. Provider: China Telecom 3G
USB Modem Setting USB Dongle” ZTE AC582
USB Modem  Manufacturer-ZTE, Vendor 10:19d2, Product [D:0152

Modem Status

Available USB Port  /devittyUSBO /devittyUSB1 /dewttylUSB2 /devittyUSB3 /devittyUSB4

USB Modem Senice | EV.DO E| Choose EV-DO [
VID | 19d2 Input USB dongle VID |
PID 0152 Input USB dongle PID |
Senvice APN
Dial String ~ #777 Dial String for Chinatelecom |
Usemame | ctnet@mycdma.cn User Name |
Password |sssssssss = Password I
PIN
USB Serial Port | ttyUSB0 E| Choose USB Serial Port for 3G |

Save & Apply l

3.7 USB3G/4G LKW EME

—iy ysB EMREAE IR S RERE TN . Mk, EATREN DK REORE, A
HHNE 2. 4N Hilink dongles & LAY H] 1. 24 P IEXRERT USB M -E 4
N LRGN, 4 1 32 2 38 BB O R 5 [0 31— web FL T, FELIN £ AKX R USB | 3R B —
N R 1P kSR R,

IXFERT USB B R4E AN LGO1 I,LG01 2 Bl — Mtz L (G# % eth2 5% usb0), BB Ty
4“ifconfig -a“ Rl LAF FIXANHEE . H P AT LAEH web Ul I 2% & 20 B 4 FHiX 2% usB
RSN
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8 17231.255.254 - SecureCRT 1
Z4F ®EE ZWY) BRO) BN BxS IRU EBH

(1 173.236.176.38 dreamhost | | 172.31.255.254 |

collisions:0 txqueuelen:1000
RX bytres:138038 (134.8 KiB) TX byres:490130 (478.6 KiB)
Interrupt:s

ethl Link encap:eEthernet Hwaddr A8:40:41:14:31:€6
BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
™ ?acketszo errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B8) TX bytes:0 (0.0 8)

Interrupt:4

eth2 Link encap:Ethernet Hwaddr 58:2C:80:13:92:63 N
inet addr:192.168.1.100 Bcast:192.168.1.255 Mask:255.255.255.0 | | New interface
inet6 addr: fe80::5a2c:80ff:fe13:9263/64 Scope:Link from USB
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 modem
RX packets:331 errors:0 dropped:0 overruns:0 frame:0

™ ?ackets:ns errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:32990 (32.2 Kig) TX byres:26875 (26.2 KiB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1

Ay amcliassi 4L saceanmes A duncandifA aiimmmiioas A Fummacn

—A~i USB MR T iR O

|| © dragino-1431e4 - Intern.. x
& | P B 17231255254/ cgi-bin/luc/stok=id 18498424 Ba00ace 8841 34426 3d2a5 /admin/metwork/ne @ §§ ¢ | @ |Q mx<coivks

B MRGE | kEWANS | wERR o wERs O s (sees)

Small Enterprise-Campus Network

Internet Access
Access Intemet Via LSS Ethemat Modem B[ Use USB Ethemaet Modem for network connection l
USB Ethernet Interface  ath? [ Input the USE Ethemet Interface I
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4 Linux R4
LGO1 PN E I OpenWrt Linux £4t, H P AT LA E S B AE 0N &6 Linux W& .

4.1 Linux 4] & 1 SSH V7 A
FA PRI USRS SSH U7 ) Linux 26 6. #TREER) PC A1 LGO1 7E[F]— Mg, SR IE(H
FH SSH T E (14 putty) V7 171 e, T & A% &

#% PUTTY Configuration

Category:
= Sgssion Basic options for your PuTTY session
i TE"" I_.oglging Specify the destination you want to connect to
= Terminal .
Host Name for [P address)
-~ Keyboard P IP Hibk:  LGO1 [ IP Hutik
i Bell 130.1.
----- Features Connection type: j”" .
—--"\_a'indow ") Raw Teln # Blogin @ S5H Serial 1t D : 22
EEE:::::’CE Load, saw elete a st session }Eﬁ ):l % . root
. i = . B
Input device's IP R % fd: dragino (BRINE)
Port:22 E
Type: SSH fautt Settings Load

Save
Delete

Close window on exit:
Always Newver @ Only on clean exit

Open | | Cancel

ok a, BRED Lnux 265
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42 XfrEgmEMER

LGO1 SZHF SCP Whill, FFA — M) SFTP fR4545. AR 2 J5vkn] LAE FIX p AP i SR S
FOAERT SO o Foe ] B — A2l WinSCP SEH AR . i@ WinSCP 5 1) it 4% 5, 7] LA
—N FTP AHAI & FUB SO HE PR LG, B BELFE(E window gm0/, #EWF.

B / - root@10.130.2.1 - WinSCP . = B |
& EHEZ - o A - & -
FiE() HOM) ZHF) @&S(C) SI5(S) EM(O) TR(R) EEH)
BEGrr P @
& root@10.130.2.1 ||;$(‘ grrggiﬂ
nE - = E BEEMZ % /<root - [(F[F] €= - N E D= T
Bl E » - X o Gt |55 [
C\Users\edwin\Documents /
e b =R HES
- 4.
Arduino bin
eagle dev
£5--build--v3.3.0--2... et
frs—-build-v3.4.0-2.. lib
GitHub mnt
ToT--build-v3.4.0--... | b overlay
IoT--build-v3.4.1--... proc
IoT--build-v4.1.0-20. rom
root
sbin
sys
tmp
usr
2y var
{0 e
= ] v I ]
0B/17116 KB, 0/35 0B/0B, 0/15
& SFTP-3 0:00:40

43 XHERG

LGO1 & 16MB [¥] flash 1 64MB [] RAM. /var Fl/tmp H%ALT RAM 1, XEREEEHT B
B )E, [tmp Flvar HITN SR B MIBR . BR T /var 1 /tmp B3k, HABSCHRAEAELE flash

T, EEHR SRR AR S IR AT

Linux R4 f# F K %) 8MB~ 10MB 1] flash K/, XM F P E LGO1 INAF A B ds i =

AR R LU FH AR USB N7 R A7 it 22 18] o
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4.4 BHBEEFP RS

LGO1 {8 OPKG BAFELEH RS . EFA TR CIRSS % HH A It 3000 Z AN A B A P
AT SRR 22 o i, fn SR P AR N MQTT SCRF, A ATTAT BL22 3 A0 ¢ 1) G Fic
H LGO1 K3FF MQTT,

T2 L% OPKG fir & [IBlT, HEZKIFS% OPkG AT MMET RS-

£ Linux 21 61817

root@dragino-169d30:~# opkg update // FEEHFTHIEFZE

root@dragino-169d30:~# opkg list  //EZ~ 7] FHHIE

root@dragino-169d30:~# opkg install mosquitto-client //ZZ% MQTT & /i, B B3I 73T E
{UE/CEREN

Installing mosquitto-client (1.3.5-1) to root...

Downloading
http://downloads.openwrt.org/barrier_breaker/14.07/ar71xx/generic/packages/packages/mosquitto-client_1.3.5
-1_ar71xx.ipk.

Installing libcares (1.10.0-1) to root...

Downloading
http://downloads.openwrt.org/barrier_breaker/14.07/ar71xx/generic/packages/packages/libcares_1.10.0-1_ar7
1xx.ipk.

Installing libmosquitto (1.3.5-1) to root...

Downloading
http://downloads.openwrt.org/barrier_breaker/14.07/ar71xx/generic/packages/packages/libmosquitto_1.3.5-1_
ar71xx.ipk.

Configuring libcares.

Configuring libmosquitto.

Configuring mosquitto-client.
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5 Bridge JE

Bridge /& LGO1 fix B ¥/ . Bridge &€ X T MCU Wi 5 CPU 115 (ar9331) ML . 7E
Bridge Y, MCU 1] LUKR ¥ 3% 3 Linux CPU, M Linux CPU F13RENZE B, BU#7E Linux CPU
i FH A2

Bridge E{d# F UART $2117E MCU Al ar9331 2 W4T 1B 5. FNEE/R T ATMega328p MCU Fll
Linux 2 [A] ] Bridge 7%E#%.

(==

. Dragino HE
M 328P MCU ¥ Bridge 3 -
ega TX - g ! HA’ AR9331 module

LoRa module

Ethernet use Wik

Arduino Enviroment Linux Enviroment

\ LGO1 Bridge Connection /

1E Arduino Bridge /& Al AR BN anfrl £ Bridge ZERIVELN A . BT HEAFAOANE], FRATD

TE A Arduino W _E 11, A —LeE i

FATEEWH 522338 F A Arduino IDE --> Files --> Examples --> Dragino " 145+

> Y{f ] Bridge KI5, F 755 Bridge.Console. 7E LGO1 f#) B Fi AL 44 rhvif
Bridge.Console (115200)

» fE Arudino IDE [FJERIA Bridge /=i, ‘B Serial 24T EP MG B . IXAE LGO1 FHANEL
YER . 24 Serial Z2K5 1 FH ATMega328p {4 Serial ¥ 1, ‘E4 5 Bridge & & AE 5,
R P HREATEIAE S, E1H Console 2K,

v

5.1 ffH Console FERITHIAR(E R
FATATLLA Console k4T EIFEF I A(E . #1F Arduino IDE --> Files --> Examples -->
Dragino-->Bridge-->ConsoleRead &7~ [ 41fi[{iH Console FEK4TE{5 22 Arduino IDE. 40
¥

- =1

& dragina-17be12 at 172.31.255.254 (Arduino Vi) [E=REEN5
I
ASCIT Table ™ Character Mep B

|, dec: 33, hex: 21, oet: &1, bin' 100001
", dee: 34, hex: 22, set: 42, bin: 100010
dec: 35, hex: 23, oct: 43, bin: 100011
dec: 36, hex: 24, occt: 44, bin: 100100
dec: 37, hex: 25, cet: 45, bin: 100101
dec: 38, hex' 26, oct: 46, bin: 100110
o , dee: 39, hex: 27, oct: 47, bin: 100111
— ( dec: 40, hex: 28, oct: 50, bim: 101000
dec: £, hex: 29, oct: 51, bin: 101001
dec: 42, hex: 24, oct: 52, bin: 101010 4
dec: 43, hex' 2B, osct: §3, bin: 101011

dec: 44, hex: 2, occt: 54, bin: 101100

-, dec: 45, hex: 20, oct: 55, bim: 101101

mn

TR B

o
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& T8/ Arduino IDE ¥ 8% L1 HE BT HE A1, FRATTRT U SSH 5% 2] LGO1, #RJSIZ1T telnet
localhost 6571 SRFKHL Console 45, UWlF:
8 17231255254 - sewreCRl

X REE ZEV) EA0) 8N HAE IEQ =M
HPARIP - BaR BEs8 FHEY 05,

| 172.31.255.254 |

BUsyBOX v1.23.2 (2017-06-24 23:34:27 C5T) built-in shell (ast

ISR BN SN S
1T I 2N ]
[ < /0ol
R4 Y VL VA0 W N R (] B
WiFi,Linux,MCU, Embedded

OpenwWRT Chaos Calmer 15.05
version: Dragino-v2 IoT-4.2.2
Build wed Jul 19 15:06:00 CST 2017

wew. dragino. com

root@dragino-17bel2:~# telnet Tocalhost 6571
ASCII Table ~ character Mmap

, dec: 33, hex: 21, oct: 41, bin: 100001
dec: 34, hex: 22, oct: 42, bin: 100010
dec: 35, hex: 23, oct: 43, bin: 100011
dec: 36, hex: 24, oct: 44, bin: 100100
dec: 37, hex: 25, oct: 45, bin: 100101
dec: 38, hex: 26, oct: 46, bin: 100110
dec: 39, hex: 27, oct: 47, bin: 100111
dec: 40, hex: 28, oct: 50, bin: 101000
dec: 41, hex: 29, oct: 51, bin: 101001
dec: 42, hex: 2A, oct: 52, bin: 101010
dec: 43, hex: 2B, oct: 53, bin: 101011
dec: 44, hex: 2C, oct: 54, bin: 101100
dec: 45, hex: 2D, oct: 55, bin: 101101
dec: 46, hex: 2E, oct: 56, b1n: 101110

a0 = oeil Al ZZal Fml L2l dmaaaa

I = 4+ #vwt~ Poleade -
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6 A
6.1 HEMKZAMEEH) KE

LGO1 424t T H BB WA M 7%, 2 Linux RGUISATHS, HF AL T toggle 141K B 1%
Fro TR VTN TR) K D B T s B RS ER

> HZT toggle 14H, HUERITRENAR, 5 FPEAAFHEL, 144 B B I 4% 150 B O EE R A B (M
BR/LAN/WAN/WiFi KT INKR),  HoAt sz BOR R B o

> 1ZT toggle 4H, HUERITRENLR, 30 B fEiadFicdl, WK EENRARE  vH BHIA
WHE, JE S (HLER/LAN/WAN/WIFi KT TNER) o
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7 F2 Linux [E44F
FATABSHE LGO1 Linux M [E 4, LLA I R A bug 125 . Bl BB 44 7] LAZE 10T Mesh
Firmware $k 2|, FfH 7] PA7EIX B4 25 241 3% Firmware Change Log.

XA A 4 N dragino2-loT--xxxxx-squashfs-sysupgrade.bin & F+2% F ) Image . /A~ [E ) T+
Kk, W

7.1 @ web Ul F-£&
3| TH: Web --> System --> Back Up and flash firmware, %+ Image Jf & flash Image,
Image ¥4k bA&ZIR & b, S8)5 sl Process Update KFH4.

ARGV AETH SR A R s

{5 dragino-1347dc - Backi X "\ e

<« C' | [3 10.130.2.1/cgi-bin/luci/;stok=5d1ed06496ee9958b41cd81acdefd665/admin/system/flashops

dragino-1347dc  Status~ Sensor~ System - Network ~  Logout

Flash operations

Actions Cenfiguration

Backup / Restore
Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware te its initial state, click "Perform reset” (only possible
with squashfs images).

Download backup: [@ Generate archive

Reset to defaults @ Perform reset

To restore configuration files, you can upload a previously generated backup archive here

Restore backup: | BRI | FiEFHIMATH @ Upload archive
Uncheck Keep Settings I
Flash new firmware imag;/ Select the now Imag to updata |

Upload a sysupgrade-compatible image Lefe to replace the running firmware. Check J#ep settings” o retain the current configuration (requires an OpenWtt
compatible firmware image)
Keep settings: [

| Image: B | dragino2-loT-...supgrade bin | @ Flash image.. |

7.2 2H Linux Shell 4
W E RIER RS fvar B3, RIGiEfT
root@OpenWrt:~# /sbin/sysupgrade -n /var/Your_Image
TR Image (LA BIAE fvar H AR FE L, ORISR flash AT 28] OO/, i AL 2 Al H b,
SR ARGH B
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8 A% Mcu B
FRATERAE T =Fh A vE AL P 2 LG0T 1 MCU ] iy [ 44

8.1 J&iT Arduino IDE 4%
e Lme gl XA N, S EE.

8.2 i#Eid webul FZ mMmcu B
AP Al LB WEB TR RTFR &1 MCU [E4:.  XASRHE B4 hex SO,
AT PATE G 3R A I SC A e p 3R B AN SO R TR TR

" $TH Web HiH Sensor --> Flash MCU , &£ IE#Mi hex S04 FA&.
. B8 LGO1, EE2 )G, BB Sensor --> MicroController , {5 EA MHRATE X, X
B4R MCU [IRRA S

AN 3RE hex SCA4?
{E Arduino #mi¥ Sketch IR, 228 R I H 4T Bl SCRde, B P ol RS SCfFdeh
H Edl xf T i) hex p'a e .

@ SerialTestSketch | Arduine 168 . & 0 - = AL N - * . |
it &8 TWE 18 &

00 BEH
SerialTestSketch

#include “SeEtwareSerizl.h?

SoftwareSerisl mySerial (4, 3); // RI, II

woid

wp O

serial communications and wait for port te open

#f set the data rate for the SoftwareSerial port
mySerial begin (9600);
mySerial println("Hello, world?™);

| core

. libraries

| preproc

J sketch
| build.options.json

| SerialTestSketch.ino.eep
|| SerialTestSketch.ino.elf

m

[ serial | esa kel InG. nex

L aETidl T eslare LN WItN_ououdauer. ek
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8.3 MCU BEIEH

MEFFER T 411 ZJ5, linux RESCREESEH R A HUE L. A T4, Dragino
BIEHR http/https RS 5%, SRR HLE LR, FRe X AN LR R R HL . s
HETHIhRE, FRATAT DA AR 22 25 B R SR Rl A TR (7]

1Z45 14 AT DAFE TR sensors -> microcontroller AR E .

1.255.254/cgi-bin/luci/;stok=e21b7fdade1d042f42c26c9a3d744f5f/admin/sensor/mcu

dragino

Add Bootloader @ Add Arduino bootloader while upload

Auto Update MCU Image

Auto Update On Boot @ Auto update once device boot

Current Image Version (

@ Current Image Version used in the MCU

Update URL
& Get Update Info from this URL

Enable MAC Identify @ maintain different update info for different device

Update Info
@ File Includes Update Information

CrmEE

- Auto Update On Boot: fEAITJE FZIEI. LGO1 7EERK A Bl K HE 2 B 2l BT AR 55 45
TR B A5 A B A 1 [ 75 S0 R s £ 3 SR IR 55 4% 3R B BRT AR, ¢
woRE R S5 & R R IXAN B A SE BT meu

. Current Image Version: SZ7< 24 Ff I FRRCAS . BRIATE L T /2 0. B EBIERRIIZ )G,
LGO1 2RI AN A ST 2 B F A 5«

. Update URL: It URL L& HEHT{E AT sketch.hex 3. LGOL JEITIEHH]% URL K
KA A BB A

= Update Info: LHZIZIKX#':@:{E\E%J?{%EW Iﬁ:ﬂg—/l\/j—ﬂﬂ%ﬁﬂ WEJXE&EU example
for update information file. "B W 1% . 4% :

] image: F-T F 2l 58T 1 5 ML 14
. md5sum: md5sum [ 44:
] version: T RA S

. Enable MAC Identify: 57555 B A 45 2 B HTE EANE, %15 4K M Update URL
TG B wifi_mactd. XEMRE, R EA T wifi mac Hilik o A840417867AF,
PN T H3%Z 0 SUpdate_ URL/A840417867AF.txt. FH T A Zh H 1S E.o

BN EHET DB
B AT A AL &
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Auto Update On Boot: checked

Update URL: http://www.dragino.com/downloads/downloads/tmp/autoupdate/
Update Info: update_info

Enable MAC Identify: unchecked

EHREE, R B SR

1. M http://www.dragino.com/downloads/downloads/tmp/autoupdate/update info |~ %% 5 #7115 5.
2. PURRGH A A e 2 L AR A
3. WERMRSS A AR, Wk T
% http://www.dragino.com/downloads/downloads/tmp/autoupdate/sketch.hex
4. AT mdSsum K A RIGIE T AR E A2 15 IR
5. s HTHThRCAS A i BE BT mMcu
6. KA S EH B IRA S

9 ~l: ¥ LoRa 5 RESTFul APl 454

9.1 RESTFul APl &HA47?

RESTful API J&— NN AR P HE (API), ‘EfF A HTTP W RRIREL . JBCE . R AT A SR 50 -
VFZ VBRI il 55 $2 it RESTRul APIAE 9t AR B8 18 A5 1) _BAT/ PATHERR TR — o XA R4l
W R Wal A LGO1 JE i RESTful APl 5 1oT RS #REATIES, AT SLIKG A5 B At b A%
B 10T AR5 10T ARS8 R AT 4o

9.2 THHE loT R&8

VI 2 IR 5548 3CHF RESTful APL, FRATTX BLASH — /N B IR K B BT TR 45 S () IR 25 4% Ak
B i E A R, WA AR 10T RS54 —e i . B RS #%, BATFEA L
B EVEM— AN, SRS B — AN A I — B AR RN B W0 R TR
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&Y orAGINO

www.dragino.com

SHEEFIE | BERE | ANSNEE
A 01
E-Sic) | Arduino *
= ITest ‘

i =Eks =% [<] 7 [ -8 7(sElaa taG®

APHst]
T8
SEERTT v 2

5 [ |

e - \ < /{cﬂ;,b//;\\l\&«\';i/ li&ﬁﬂx.)}ﬂﬁ\l

f A senE ‘ g o\

& 3 L) . A
mRE BT ~
- i -

wEGE e S mRiE

ﬁil’gu 0
EEBE | ExsmE
=
se
e
=g |Temperature |
mEsE = ey | e

SREERE- HENE T RE (IEFSSEEEREsH)
=i PREE | EEEEETY 150150
EREEE | || |
EerEEs Evi
SRR S (UIERHF TR TS ERE
8
&

EEEREE o FE
Shlgei o FS s
Es |:| FEEEnT R, FEEEREElESEEET

T SEP LGO1 5 RS #EAE, IRMNTAFE APl Keys. FESRIEMIH, FRATAT LALE FH F 40 B4R
FI| APl Keys FL1HI :
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- & orAGIND

SERESTIE | S 1z8+128
==
A SET o

9.3 &F AR
TEARTTH, FRATE 20 LGo1 HEAT gmfs MEEE EAE LB RN o AFIH g5 HE R

s @ LoRa + MCU 3 @ :
LoRa HIRTIE LoRa wireless (Arduino T2l Bridge Class Linux ¥
{LoRa Shield + UNO) —— ——=3 [RM Lora BB}

3| Lora BiRIEEE {553 10T BEE)

R EESHIR HEE Linux)

R

@: LoRa &I SNEBBEHDEIBA BT loRa TEMWEERE .

@: 1601 A LoRa/MCU T M LoRa T EFERE BSSER, FHREURES Linux i .
@: 1601 A Linux 37415 B EHRL, ReSTRul  API 3 FURIES 10T RS .

9.3.1 LGO1 1T Linux iy 4221 RESFul API 1A

T, BATFEEMR LGo1 A HEAMEEN . BATAT LLERES] SSH A ping —ANFEIHEM Hukik, &
EamEd. R

B 17231255254 - securcchL

(R HREEE) EEV) EWO) £EM HE©S) IRL  #EEH)
AIRIP - BNEBEI TR 0 F,
| Aliyun_SERREEE | | 172.31.255.254 |

root@dragino-146d76:~# p'lng www.163. com

PING www.163.com (58.63.233.35): 56 data bytes

64 bytes from 58.63.233.35: seq=0 ttl=54 time=§.231 ms
64 bytes from 58.63.233.35: seqg=1 ttl=54 time=8.709 ms
64 bytes from 58.63.233.35: seqg=2 ttl=54 time=§.313 ms
64 bytes from 58.63.233.35: seq=3 ttl=54 time=7.953 ms
64 bytes from 58.63.233.35: seqg=4 ttl=54 time=8.539 ms
AT

--- www.163.com ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 7.953/8.349/8.709 ms
root@dragino-146d78:—#

LGO1 A N E I Linux L E curle ‘B2 — N EH 5K http (@845 L H, AT LMERH T HLE
LGO1 4L ¥ RESTful API i H -
AL ISR I AU
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curl --request POST http://www.lewei50.com/api/V1/Gateway/UpdateSensors/01
"[{'Name':'T1','Value':'23'}]" --header "userkey:c94a2ba527"

R A

BusyBox v1.23.2 (2017-12-21 22:54:5¢ C5T) built-in shell ({ash)

WiFi, Linux MCU Embedded
OpenWRT Chaos Calmer 15.05
Version: Dragino-v2 IoT-4.3.3

Build Mon Mar 26 15:13:47 C5T 2018

wWw.dragino.com

rootfdragino-181kb0l:~# curl —-request POST http://www.leweiSO.com/api/V1/Gateway

[UpdateSensors/01 --data "[{'Hame':"Tl"','"Valus':"23"}]" --header "userkey:cH4azb
afaT"

["Successful":true, "Message™: "Successful. "}rootfdragino-181b0l:~$ l (¥}
Connected to 10.130.2.102 55H2 - aes128-cbc - hmac-md5 | 80x24 QZI

FEMRS s AR SR

=R1E #FA

5
A

L&) Temperat... i) BN fstiekiii) &1

224975

23 C 22.95
2018/4/3 13:45:29

22.925

3:45:30.000

--data

FEX L, BATRIBAEH 1601 ALK I RIK, curl fi 4 Linux 3T, f)E, A1

I A AR AR R AR B ) curl A7

9.3.2 HITM T A& IETE SR 224 RESFul API i H
FRATAT DL E B P RBE I L APT ZEZRIE T H . vkt R
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APITEZE
M TR Requesti¥fs:

UserKey c94a2bab27
APIZE EESEEDO (V)
APIERR  HElSEELlE
FEAT.  post “
ek EERE:

http:www lewei50.comiapi/v1/gateway/Up

dateSensors{ERIFH =S p

Post¥dE:
[

"Name™T1",
“Valug™™1"

h

{

"Name™"01H1",
"Value™"9§.2"

APl Key: R[¥] User Key.
TR0 5 POST ARz,
fEIRER 427 T1, 01H1

M K5: R &S

ZERUTE

APIEZKXTR Requesti¥is:

UserKey c94azbasay
URL: hitp:itwww lewei50.comiapi/1/gateway/UpdateSensors/01 =

APl EEEEO (V) Method: post

e —Header: userkey.c94a2ba527
APIER  LIEIEEESE POST Data: -
FEEATL  post [ “

EEAE:

2 “Successful™ true,

"Message™ "Successful ”

[ H
"Mame™"T1",
“Walue™ 100"

ot

“Mame™"H1",
"Walue™ 200"
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o Humidity x5 SE bt et BEIE BEE =F18
200.05
> 200.025
- -_—
- - 200
i
199.975
199.95
200 %
2018/4/3 13:52:51
199.925
13:52:52.000
@ Temperat.. =8 SiEhat SiEahat BFIE BiF1R 2718

125

100

e

100 C -
2018/4/3 135251

1346 13:47 13:48 13:49 13:50 13:51 13:52

9.4  _Ef%:M LoRa 5 RIREREHE I KIXEIWECM (loT) fR554%

9.4.1 {ERIELE
EAF B AT, LoRa 79 AUKE A DHTL1 SREUE RS2 s, JHR X Sl ik ) LGo1 K. 24
WA SRR I, B B A 2 25 P I Y R 55 485

Arduino/DHT11 connection:
5V <> VCC
AO <—> DATA
GND <> GND

Arduino LoRa Node
LoRa Gateway

DHT11 Temperature & Humdity Sensor | =

E——

9.4.2 FEYIELIN RS 2K

45 / 65

LoRa MIFEH P FHf ---2018-04-03 Z 4



& orAGINO

FRATGEFE RV E PR il 55 25, ESCICE 1oT RS54 O &2 3], inRE DA K
WEHEER . GEHE5R1ES%. SN JFRIER)D

www.dragino.com

9.43 AL E T HLRE

1% 1. $TJF Arduino IDE, 43HIFT T server Al client BiC, FHAI—A DHT KIS .
(Lewei Server) , (Lewei Client) »

PR 2. iE#E (Lewei Client) SCF, SRAEREXANMEE AL F] LoRa 7 bo Fa ZECURITHE
WAAIAR (Fhn: 433 R LAENCN: 433.0) , FIMEERENAFE ORfl: TLHD .

Pl

&8 Lewei_Client | Arduino 1.8.5

File Edit Sketch Tools Help

I Auto Format Ctrl+T
Archive Sketch
Lewei_Client Fix Encoding & Reload

#include <dht. Serial Monitor Ctrl+Shift+M

#include <SPI, Serial Plotter Ctrl+Shift+L
#include <RH_F

WiFi101 Firmware Updater

// Singleton i

RH RF95 1595 Board: "Arduino/Genuing Uno” ¥
5 rf95:

f].;at frequend M_ ’

dht DHT: Get Board Info

=define DHT11_| Programmer: "AVRISP mkll" >

float temperat Burn Bootloader

String datastrimg=—

3tring datastring2="":

char tem_1[8]={"%0"}.hum_1[8]={"\0"}:

uint8_t datasend[72]:

unsigned int count = 1;

Zdefine LW_SENSOR_NAME "T2" //Sensor name
Zdefine LW_SENSOR_NAMEZ "H2"

void setup()

{
Serial.begin(9600) ;
Serial.printIn(F("Start Lewei Example”));

if [(x£95. init ()

IR 3 45 LGOL BL BN LA B e . BREWT T
79T LGO1 Web il &, KIKiEN Network->Internet Access

46 / 65

LoRa MIFEH P FHf ---2018-04-03 Z 4


https://www.lewei50.com/home/index
http://www.lewei50.com/dev/doc/164
https://github.com/goodcheney/Lora/blob/patch-1/Lora%20Shield/Examples/DHTlib.zip
https://github.com/dragino/Arduino-Profile-Examples/tree/master/libraries/Dragino/examples/IoTServer/Lewei/Lewei_Server
https://github.com/dragino/Arduino-Profile-Examples/tree/master/libraries/Dragino/examples/IoTServer/Lewei/Lewei_Client
https://github.com/dragino/Arduino-Profile-Examples/tree/master/libraries/Dragino/examples/IoTServer/Lewei/Lewei_Client

& orAGING |
www.dragino.com

dragino-181b01

Small Enterprise-Campus Network

Internet Access
Access Internet Via | WiFi Client
SSID | dragino-office ShERERERIWIfE TR
Encryption | WPA-WPA2
Password | essssssssssss 2 M EEE R wifiER
Way to GetIP | DHCP

Display Net Connection | Domain or IP
@ Continusely Check Net Connection

TRAFIF BT, 1RIGHE Overview B IEF

Total Available | 38528 kB /61116 kB (63%) |

Free [ 13260kB /61116 kB (21%) |

Cached | 17780kB /61116 kB (20%) |

Buffered [ 7488KB/61115kB (12%) |
Network

|Pv4 WAN Status 2 Type: dncp

BERThE, LRSS

W Add : 10.130.2.102 p
viend-2 S5 ##71P Address

Netmask: 255.255.255.0
Gateway: 10.130.2.1
DNS 1:10.130.2.1
Expires: 3n 47m 55
Connected: 8h 12m 55s

KA ping AR, FTJF SSH £l &, UiFH AR 1P, FIATRE2.

%l: ping www.baidu.com

&l 10.130.2.102 - default - S5H Secure Shell — [ ] =

Elle Edit Miew MWiindow Help

F1 Quick Connect [ Profiles |

BusyBox wl.23.2 (2017-12-21 22:54:56 CS5T) built—in shell (ash)

1 ol
[
1

—_1 1
1 S

Wi F i,

OpenWRT Chaos Calmer 15.05
Wersion: Dragino—w2 IoT—4.3-3
Build Mon Mar 26 15:13:47 CST 2018

W . dragino . com

root@dragino—181b01:~# ping www.baidu.com
BING www.baidu.com (14-215.177.39): 56 data bytes
64 bytes from 14.215.177.39: seg=0 TTl=56
64 bytes rfrom 14.215.177.39: seg=1l TTl=56
64 bytes rfrom 14.215.177.39: sSegq==2 TTl=56
64 bytes from 14.215.177.39%: seg=3 GLl=56
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FHIA1 %) LGo1 Web %1l &, #E Sensor->LoRa/LoRaWAN, % 5& RX A . (FRf 2 DL 868 A
AT D

Radio Settings

Radio settings requires MCU side sketch support

TX Frequency 9 digits Frequency, etc:868100000
@ Gateway's LoRa TX Frequency

RX Frequency 868000000 R E B
1@ Gateway's LoMa RX Frequency

Encryption Key Encryption Key

Spreading Factor SFY

<]

Transmit Spreading Factor SF9

]

Coding Rate 4/5

[<]

Signal Bandwidth 125 kHz

(<]

Preamble Length 8
@ Length range: 6 ~ 65536

IR 4: ¥ server fUIS B userkey Al LW_GATEWAY S B HoNERIE R, JEB XA EE L
L3 LGO1 M. P

Zdefine userkey “userkev: c94aZbak27” fflserkey
Zdefine LW_GATEWAY "01 ° ffGateway ID

ED Lewei_Server | Arduino 1.8.5

File Edit Sketch Tools Help

Auto Format Crl+T
Archive Sketch
Lewei_Server Fix Encoding & Reload
Zinclude <SPT Serial Monitor Ctrl + Shift+M
“include <RH_R Serial Plotter Ctrl +Shift+L
Zinclude <Com
finelude <Pra WiFi101 Firmware Updater
Board: "Dragine Yin + UNO or LGO1/0LG01” »
RH_RF95 rf95: - > .
—nrEE riEe Port: "dragino-181b01 at 10.130.2.102 (Arduino Yin)" >
#define BAUDRA
Get Board Info
Zdefine userks
#define LW_GAT| Programmer: "AVRISP mklI” >
Burn Bootloader
const unsigned I[og PUSCINEINLEIVAL — LUUUU, UETHy

unsigned long lastRequest = 0: // when you last made a request
int SF.Denominator:

long SEW:

uint32_t freq:

char eril2];

char sbwl(2]:

char sf103];

char frell8]:

wvoid setup() {
Bridge. begin (BAUDRATE) :
while (!Console) : // Wait for console port to be available
read_config();
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9.5 RRER
s WL A
9.5.1 H MM z
. van . O x 1 COM3 — ] >
| send ||| Send
got request from LoRa Node: [{ Name':'12',"Value':’29.0'}, [ Hame':'H2', Valus' ~|Sending data to LG01 2
Sent a reply to Node and update data te Iol Server. No reply. is LoRa server running?
got request from LoRa Node: [{ Name’:'T12'."Value':’29.0'}, [Hame':'HZ',' Valus' COUNT=3
Sent a reply to Node and update data to Iel Server. The temperature and humidity
got request from LoRa Nede: [{'Name':'12',"Value':*29.0'}, ['Name':'H2', Value' |[20.00C,59.00%] e s s .
Sent a reply to Node and update data to IoT Server. Sending data to LGOL bt ﬁﬁﬁfﬁﬂqiﬂﬂi%
No xeply. is LoRa server rumning? peE S lulup
COUNT=4
T2 BT A e o S The temperature and humidity
B, HHEERSELE, [29. 00, 59. 00%]
Sending data te LGOL
got reply from LGOL: [{'Name’:'12',"Value':'20.0°}, ' Name':"H2',’ Value':*50.0'}]
RSSI: -54
wanasaGEs COUNT=D  SWstsssnity
3 The temperature and humidity
< > |[29.00C, 59, 00%] v
[ putosaroll Wo line ending | 300 baud | | Clear ontpue| [Jhutoserall U line ending | 9800 band v |  Clesr output
Z s EAERLSR
9.5.2 =i LEEL
+
P I
o Humnidity AT = BiN:n HiF 3T =HAE iR1E =E1R
65
60
1
50
45
60 %
2018/4/3 14:29:23
40
30. Mar 12:00 1. Mar 12:00 1. Apr 12:00 2. Apr 12:00 3 fpr 12:00
(7] Temperat... AT =l o) B3t BF1X ot 1] BiF1A
6
24
22
30
297
2018/4/3 14:29:23
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10 ¥ LoRa 5 MQTT 454

10.1  f+4& marT?

MQTT ZHLEsXTHLE (M2M) / “HIBER 7 RPN Bl — N R R BRI R A/
T SR . X T 7 BN 2 () R /B ) 24 5 i 58 e PR R A B AT i AR WA -
B, & O T TR S SO N TIEE MR EEE, (5/RE BT RS pt i TR
SHR, VREREANEAVNLE S5, KEZH 10T RS S5 E0 S RE MQTT 34z, St Fixik
25 2%, FRATTAT LA MQTT sk R A B BT el e « ARk s el 14 LGo1 Jd
I MQTT HH: 2 10T ARSS 2

10.2 HH mMmQTT API

10.2.1  TAEJEFE
%ﬁ}EUIL
@ LoRa g EM SRS EHIRIET Lora LM AR E -
(@) LG01 ) LoRa/MCU &R iR LoRa FoLEf5 SR ATEHR 148 Linux i
@ Linux BB MaTT R ERESEIE HER 10T RSEE. @
Internet

IP protocol

@ loT fR&5 8%
cu - AR T e
“_ Bnmm“. -

501 LoRa W_I

Teafs Limsaliod TOMO, T REATKIETE, BN TIAeR, RATR X
=BG N AR LA R

10.2.2  ficE T1E

BEFHFIMQTT Thfg, ERTR LGOL FHRBARA 4. 3. 3. W%, Sensor Il B2 7N
MOTT [T .

IR 1

FTFF LGO1 web &, #EN Sensor —> 10T Server

EHE MQTT IR 528

Select loT Server
Select the loT Server type to connect

Select 10T Server

loT Server MQTT Server v

Log Debug Info Level 1 "

@ Show Log in System Log

I e
IR 2:
HEAMQTT BT, 4% Lewei50 ARS8 CREL)
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MQTT Server Settings

Configuration to communicate with MQTT server

Configure MQTT Server

Select Server Leweis0 v
User Name [-u]
Password [-P]

ClientID[] | c94aZba527 02

SR R TR ERCE Client 1D BIT], BRI AN: Userkey xx (W &Fri, 7FEAQIE)
P 41«

02 @ Arduino MQTT
Userkey c84a2bas527

MQTT Channel

Match between Local Channel and remote channel
Local Channel in /varfiotichannels/ Remote Channel in loT Server Write APl Key
T3 e [# Edit || @ Delete

HEAS. TASEEMIDAAR WS BEFFAD, MRS EAERAINAE, WABEEREAS 0.

7] Add

LU 3:

HRESH N MAETBGE -

10.2.2 M MQTT API
FTIF Linux SSH =il &, fIAIES

Pem——— = == 4

rootfdragino-181k01l:~# store_data Tl "[{'Name':'T1l', "Valus':"35"}, {"Nams':"H1","
Value':'83"}]"
root@dragino-181b01:~# |

250% 120°C
200% 100°C -
150% 80°C

100% 60°C

ValueA7.000%

e Y - ..:0.000°C
0%  20°C . e - ‘
10:30 10:35 10:40 10:45 10:50 1055 11:00 11:05 Rl 2018-04-02 11:17:46

W Temperature 30.000 | Humidiy  47.000

AT L MQTT.fx T BT IR . BB 3252 wiki: /1] MQTT_API.

50% 40°C
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103 _LEHEE

XA — N e B R

W BT

\ LoRa 3% /4: LoRa ShielLd + UNO + DHT11 RiEFFfL/sas. LoRa i s AW MAL
TS PR R R B2 BB, Rl LoRa s JHRIE H 25,

V LoRa 3% 1.GO1: UKW LoRa TELk(5IERS, #5448 LoRa BB WEL, MHTIHERI%EE ToT
IR 55 25 o

Arduino/DHT11 connection: F
5V <> VCC
AO <> DATA
GND <> GND
= Add a 10K resistor between
AO and 5V

LoRa Gateway

A%
» LoRa Shield + UNO : MQTT Client Lewei
» LGO1 LoRa Gateway: MQTT Server Lewei

TH MQTT Client Lewei, #RJGiEFEH &M Arduino/Genuino UNO, ¥ [11i%#¥ Serial port.

(€8 MQTT Client Lewei | Arduino 1.8.5

File Edit Sketch Tools Help

MOTT_Client_Lewei

#include <dht.h>
#include {SPT.h>
#include <RH_RF95.h>

// Singleton instance of the radie driver
FH_RF95 r£95;

float frequency = 868.0: //frequency settings
dht DHT;

=define DHI11_PIN A0

#loat temperature, hunidity, tem, hun;

String datastringl="":

String datastring?="":

char ten_1[8]={"\0"}, hun_1[8]1={"\0"}:

char *node_id = "<13>"; //From LG01 via web Local Chanmel settings on MQTT.Please refer <> dataformat in here.
uintf_t datasend(72]:

unsigned int count = 1;

Zdefine LW_SENSOR_NAME "T3"  //Sensor name
#define LW_SENSOR_NAMEZ "H3"

void setup()
{
Serial.begin (8600} ;
Serial.println(F ("Start MQIT Example”)):
if ('rf95.init())

LoRa MIFEH P FHf ---2018-04-03 Z 4
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FT9F MQTT Server Lewei, #AJFIEFEIF KM Dragino Yun + UNO Or LGO1, i1+ Network
port.

MQTT_Server_Lewei | Arduino 1.8.5

File Edit Sketch Tools Help

MOTT_Server_Lewei

Zinclude <Conseole.h>
#include <SPI.h>
Zinclude <RH_RF95.h>
#include {Process.h>
#include <Filel0.h>

RH_RF95 rf93: // Singleton instance of the radio driver

const String Sketch_Ver = “collect_data_w001"

static unsigned long newtime;

static uint8_t packet[64];

int data_pos:

boolean data_format=false;

const lonz sendpkt_interval = 10000: // 10 seconds for replay.
int debug = 0:

int SF.Denominator:

long SEW,

uint3z_t freq:
eril2];
sbwl[2]:
sf1[3];
frell9]:

wvoid setup ()

PR O, BE R

@ dragino-193a18 at 10.130.2.167 (Arduino Yin) - 0 X [@cow I
Send [ Semd

Sketch Version: collect_data _v001 Z) —— ~

Bovammns COUNT=61  wwsemmeid - sy ——
Sent a reply to Node and update data to Tol Server. B caporature and bumidity ﬁﬁﬁ?ﬁ?ﬂ?ﬁﬁ;ggqiﬂm

. o " 7 ES pRRE:y
JALoRaER R s AN [28. 007, 7. 00%]
Sent a reply to Node and update data to ToT Server. JEHEEMQTT A %3 <1350 Name® * 13°,° Value’ :* 28.0°}, [ Name’ - H3',’Value’ *67.0°}]
ToTHR#2EE Sending data te LGOL

Sent a reply to Node and update data to IoT Server. got reply from LGOL: [{ Name':' T3, Value':*28.0°}, {" Nane® "3, Value':" 67,0 }]

RSSL. -61
Sent a reply to Node and update data to IoT Server. s COUNT=52 B

The temperature and humidity:
Sent a reply to Node and update data to Tol Server. 128, 00°C, 67. 008]

<350 Name’ 13", Value':"28.0°}, ' Nawe' :"H3'.  Value' " 67.0'}]
Sent a reply to Node and update data to Iol Server. Sending data to LGOL

got reply from LGOL: [{'Name':'T3'. Value' 280}, {'Name’:"H3', Value’:’ 67.0'}]
Sent a reply to Node and update data to Iol Server. _

RSST -61

vBomenns COUNT=63 s v

O butoserall Uo line snding | 300 busd v | | Clewr owtput || [Jayrosercll Wo Line ending | [9600 band | [ Clewr output

RIAENR 55 dim, AR 45 R
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) Humidity =i =il B\ B3/ =l N =R BiFiA
1
D 60
W .
E0
60 %
2018/4/3 14:29:23
“ 30. Mar 12:00 31. Mar 12:00 1. Apr 12:00 2. Apr 12:00 3. Apr 12:00
Temperat... AT BT BRIt BF1E =HR1E EF1B

&

2018/4/3 14:29:23
HZ KT MQTT, 1HS%: Lewei Example

11 3BT

11.1 %Z TTN LoRaWAN JR&-32i48F
T - 4HA 2 X M2 Connect to TTN

11.2 AT AT
XA TRBI R T WU A BR AT A, AT LA E AN . XA T 7] PLA IDE --> File

--> Examples --> Dragino --> LoRa --> Concurrent F £,

BRI ER:

A IE R % 7 i [ 5 96 R B OGB4 — ke AR . A XA [ 2w, E A
write_client_id [E{-7£ EEPROM H1éi 5 — 2 AL ID. % 'L ID /& LoRa M &A%
HLITME— IDo XF I[P write_gateway_id A2 FF M, WA, MK id K2 OXFF.

MR AN, BRI R E LoRa MG HEVH B

WS R B, BRI 2 EORE S T — LoRa W% . WIRE PR iEE B
B U A DG R IE — BB SRTE R, B EE R BB G, IO R IE A E
Uiy id [iEH-ack HE, FEHIZE P A NS LoRa 4%

U P A B e ) 2 7 s S SR I ACK TH R, B P e NSO, RISk
H G EHRE RE S . R, WO 2 I ARIREHEIERE R, WRE ok
BN A ZE P D FIEHRE RS, B e R SR IE — AN R

FEHCHE I AN IR P o, SR e AR R I A N SIS AT U2, 0 P sl kR [ 28] ]
2 15 B AR R MR T DX 245 2H 527 IS
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W SR RE JRIHT LoRa X2, AR I (¥ 2 7 o A2 Bk AN Rl U ) £ 250 7 S

www.dragino.com

RAIRBIE T LoRa 7 kAT < 2 [A] R ) 7532 TR LoRa Hidfe BL7E 22 h AR e/ ME
MG ZE . Bl TN ARSI LoRa TAf .

RO AE—MH 100 AN RUH 1 AN 9G] BLBEAT PR ek
(a) WK EERZT 1.5 2 BloREALIX 100 /N1 R 2%
(b) PSS ERL) 2 73 BN ) RXHX 100 A9 mEATHE )
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11.3  WI{§E A LGO1-S [ /RS 5| 2

LGO1-S fKH ATMega328P MCU AL EEs I, & v LLER BN TAL BES, T2

\J
LGO1-S 1) 5| e L
P
e s
v o
N = |
b= k= = = k=
HENEEH
ature - — . =
EEREEE £
<|Z| |Z|<|< =
olo
ool [2fefelde T el
H= 3= d ==
I | | I B e A ]
e = O ) I O B e et =3 ) O
+ |9|ala aloala|l4L|<|+|D|a]a
|a <l
n|Z|o|d ] n|w|r == |m]|=
+|u|<|1| |Z|z|a|<|<|Z]|uT]|a]a
B
- fal o glulz|o
AVR pin out =818z |83 |8 ala|m|=z|a|3
+|Ula|ja|jwie oo |T|<|m|O|o o

[_-]TET-:;T-4T5 T()T"—]

LGO1-S Pinout
X LE 5] B FE 7 AT Arduino —8F, NAZyE R sE, 51 E 3.3v HIE /A

T R AN AT {3 DS18B20 LB AL IR K 451 1«

WAREWNT:

LG01-S Connect to DS18B20
Temperature Sensor as LoRa Client
Connection:
LG01-S pin 7a <—> DS18B20 Data
LG01-S pin 6+ <—> DS18B20 VCC
® LG01-S pin 6- <> DS18B20 GND

ARSI XM
v LSRN LoRa Bk
NG PN E]

SR RRABE:
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“Tenperature = 26.75 =

Tenperature = 26.75

Tenperature = 26.68

Tenperature = 2668

Tenperature = 2687 =

Tenperature = 26. 87 LoRa Gateway Log Window,

Tenperaturs = 26, Shows the temperature got from

Temperaturs = 27,18 the L oRa Client

Tenperature

Tonperaturs

Tonperaturs

Temperaturs

Tonpersturs = 27

Tenperaturs i

Tenpersture = 27.62 3

Temperature = 27.62

Temperature = 27.62

Temperature = 27.62

Temperature

Tenperature

Tenperature = 2756

Temperature = 27.56

Tenperature = 27.7

Temperature = 28.00

Tenperature = 28.12

Tenperature = 28.31

Tenperature = 2843

Tenperature = 28.50 -
v gz BE v [mgnE
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11.4 FZHF
FRATVAS BT BB 481 7K S B 2 (MRS 2 s 2%, B8 2 R B1 25 5582 Dragino Examples
Catalog

12 H DT

12.1 Aft4 LoRa 44 433/868/915 LRI HZEIRA?

[ 1 B R LoRa (47 1SMATER A5 R FIHIRISE -« BRAR LoRa o5 F 1T LASCREEE ) V2 A%,
{EFRATITE LoRa #BA- AL T 7[RI AR AS (R B AR VAR o 3t S FRAT 4R LA [ B AS ¥ LoRa 9 J5
A,

12.2 LGO1LloRa ¥ HIMRTGCE AL

LoRa #7315 FH RS 2
SRR TE BRAEFBIER
433 Semtech SX1278 Band2(LF): 410 ~525Mhz 433Mhz
Band3(LF): 137 ~175Mhz
868 Semtech SX1276 Band1(HF): 862 ~1020Mhz 868Mhz
915 Semtech SX1276 Band1(HF): 862 ~1020Mhz 915Mhz

A AR A B LoRa IS FR LAESZ.

123 MISRIFRH A KA LoRa R &?

LoRa {73 1217 7 ATMega328p MCU . F&ATH Radiohead Library {941+ . 405 HAh
f) LoRa X #1217 AH[F] ) Radiohead J&, H[EIFIZAAHRIF NG, EATNZAEE 51X A M
KIEE

I PIEF DAE MCU B2 47 HoAth LoRa HM3L,  BASCRAMATTAE ZE/K Hofth LoRa 14
1X 30 & — X HF Microchip RN2483 14 1.

12.4  1GO1 FJPASCHREZDANTIR?

B3¢ K ) SRR B 1 A R T 2 1 R R I S T [P 38AE (B3R ) o 7E—/MET TR LoRa 73l
(s gs 2 A, SR 2 p i B R 5 0B ) X DG R IR, T ATEM S 20 A 30 AT
B TIEEMNR, fieSESE R

W P AR B SR 207 i, AT DA RE A R DT VR I R A o R EESER B —A
LoRa {551k, WS IAE I AC 1) 772 A e 28715 s SR, & vl DASCRE L A9 A
% . ~EIATLLES]: Polling example for LoRa

12.5 LGO1 AJPASZ R ARAIKARE 582
LGO1 H Linux ¥ & OpenWrt, ‘&GRSR, H P DAEE L &SRR . AL,

58 / 65

LoRa MIFEH P FHf ---2018-04-03 Z 4



http://wiki.dragino.com/index.php?title=Examples_Catalog
http://wiki.dragino.com/index.php?title=Examples_Catalog
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RS IERR Y AP, BT LASCRER ZHBE M AR 5548 o FRATTA — L84 S 156 B G e e ok g
AR (MQTT, RESTul)RiIERE— LR 4548, LLunBem . MQTT B RESTful. =% iz

loT Server Examples.

12.6 WATLA LGo1 Al B CF [ 441G 20K B v A$R 3 LGo1 FIYRARAG?
AN, HPRTLON LGo1 G B A, BN E e R . v AR F] LGol
VRS A 9 PEFE B 2 https://github.com/dragino/openwrt-cc-15.05

12.7 WA A IREUE 2 )i ?

FRAIAE Arduino IDE N ) Dragino 7~ il H R IT & Aii Arduino 75l o G P #E L 2e s T
dragino fi, FATHLE KATH I RG] B TH PR T board HIBLE SCAFAL, BIRAA S H
FIL7E IDE Fr. W SREEEEHr, 7 A] LAZE Arduino board manager F1#£F& board S0, 4R B
©H,

12.8 OLGO1 A KRLEEER?
OLGO1 7E R BEmMEIRME T — AN/ Mg R H I, A,

NS RZR, T

R AT BRI REAE MR, TR i, - mT DA s i i (1, PR RE S 4 1R 2k
B, BWRBIEINRL. S B R ZN R I ORI (0 R AR R S ) 1 46 40
K

129 FEMEHRT LoRa HEA K,
TEFRATI WiKi, FH P el DR EIDCT LoRa FEARFNFAT M EL A LoRa A5 FH A fi 1t — L8 FH 1]
. BEEEUWNT: http://wiki.dragino.com/index.php?title=LoRa_Questions
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13 WfERE

13.1 FRFILEEFE Arduino IDE T E, Dragino Bt &34
W IDE JEH S N4 T board manager B[] Dragino it & S0, FFEREAMTRIET .
EM R R, X E N M2 5 Arduino IDE [ — L83k {40, 2 8] )32 HE 5 R 18

o
Boards included in this package:
SrmartEverything Fox.

Online help

Mare info

Dragino Yun by Dragine Technology

Boards included in this package:

Arduine Leonarde - Dragine Yun ,Arduino UNO - Dragino Yun . Arduino Mega 2560 - Dragino Yun.
Online help

Maore info

Installing. ..

Is (2/2). Downloaded 8, T49kh of 46, 044kh. \ Cancel |

Arduino Yin on SOMA

1 @ Q[ [ e
N T RPXA E L, P AT LS N Dragino B30, R T2 P IR

1/ M https://github.com/dragino/Arduino-Profile-Examples 1 #& it & 04

2 M K JF K N K WM B % H x F
C:\Users\xxx\AppData\Local\Arduino15\packages\Dragino\hardware\avr\0.1.0

ERAF A RG] GG A FR H 3, (R IEH RS H Dragino\hardware\avr\0.1.0, i#
TEE I Arduino H A2 E .
K &£ W H x W O Ox N % W F A x

@'\_/"‘ )« EHEES (C) » BF » edwin » AppData » Local » ArduinolS » packages » Dragino » hardware » avr » 0.10 » v|

iR~ BIEIER v HE~ FFESIER

7

=4 EiEE =R Fh
bootloaders 2016/11/16 17:12  3Zfts=
libraries 2016/11/16 17:12
|| boards.txt 2016/11/3 23:17 3 KB
| platform.ixt 2015/10/26 6:07 pryes = 1KB

4 TR
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13.2  MCU Al Linux B3R [6]f¥] Bridge A T1E
—LLT[ g

1/ B E4LE McU [ E R T Serial 25, EL U Serial.begin(9600), 7E ATMega328p ] Bridge
PEASE FHARTE] Y Serial 2 1. WIERARLERE 4+ Serial AXhS. ffi1e K AEMIR, 1 Bridge A

e H

2/ SR, IDE 275 Serial VEBFHBURFL. (EXFHILT, 17 %M IDE

FHEXRITHHE

13.3  Arduino IDE %A KMZ] LGo1

I R A ) R A, TR DA LA

v Arduino IDE fiRAS & 1.5.4 BE R RRA

v BN N HLAT LGOT FERAE [F]— AN 2%

v 250 Web 2% SSH 7 iH] LGO1, AR5 FHRAS £ IDE
v

R EAIRIEAE TAE, B4 SSH B33 LG0o1 Fiz4T: /etc/init.d/avahi-daemon restart

HH1ZMRk%, LME IDE REBg AN E) LGo1.

13.4  ZEHFEN, REJTARSE R WMBE?

FEFEEOLT, G2 unt, B Eu T NS R

root@dragino-16c538:~# opkg install kmod-dragino2-si3217x_3.10.49+0.2-1_ar71xx.ipk
Installing kmod-dragino2-si3217x (3.10.49+0.2-1) to root...

Collected errors:

*  satisfy_dependencies_for:  Cannot satisfy the following  dependencies
kmod-dragino2-si3217x:

*  kernel (=3.10.49-1-4917516478a753314254643facdf360a) *

* opkg_install_cmd: Cannot install package kmod-dragino2-si3217x.

TEX RS, P A] LU —force-depends 3% 5K 22 251X K A
opkg install kmod-dragino2-si3217x_3.10.49+0.2-1_ar71xx.ipk --force-depends

for
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13.5 R Linux BEH B, WK E LGo1
LGO1 [M] F L T Linux RGHI5E 35, fEFEs] S b HEl T AE LB NE, ZK
] e2 BIAEHLATTE Y 5] S 15 0

FERXAIELLT, A7 AT L Web s 22 4 oG A% 37 [ 1 SRR A Linux RS

it :

> fERMZNK pC EEERS LGo1 [ I

> ¥ PC WEN ip192.168.255.x, M H#EHY 255.255.255.0

> RS RIS, SR E AR

> ZWAITE LED ATH S N, FERTA KT INKRIY R Z JE AT A H

> A LED ERARTRINIR— IR, 3% B WRAG T A Al 1) X 4 T 42 b N 1) D) 2% g o 2 A A
Ko BRI, 1 PC MiZAENS ping 192.168.255.1,

> JEM T TS EFTHF 192.168.255.1

> kB squashfs-sysupgrade 7 [ [ A£F 5 5[] 44

KT Frretas ] - - -~ & =W
£ Firrvrware update \x . .
| € 21521682551 Q@ B ¢ B8 P ¥ A~O- N D~ -0

& RRs  dEwsse | wEe o wese D) ewes
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» LGO1P-433: LoRa Gateway best tune to 433 MHz.
» LGO1P-868: LoRa Gateway best tuned to 868 MHz.
» LGO1P-915: LoRa Gateway best tuned to 915 MHz

BT hi:

» LG01S-433: LoRa Gateway best tune to 433 MHz.
» LG01S-868: LoRa Gateway best tuned to 868 MHz.
» LG01S-915: LoRa Gateway best tuned to 915 MHz.

FHhR:

» OLGO01-433: LoRa Gateway best tune to 433 MHz.
» OLGO01-868: LoRa Gateway best tuned to 868 MHz.
» OLGO01-915: LoRa Gateway best tuned to 915 MHz.

EEIEPS

LGO1 EXEHE:

v LGO1P 5{ LGO1S LoRa 3% x 1

v H T LoRa RF #i 7 MR R Ze . REHIHIAR 2 433 5 868 B{ 915Mhz, XTIk
B A& AMFE AR

L YFUE A A% EU/AU/US 2870 1 e 5T e 28 B e 15 FH 1 | 5K

IR U5

AN

BRI R EE:

B RF:12x8.5x3 cm

W& H 1508

R ~F:1.5x10x5cm

#HE /pcs:360g

L2 I : 45 x 31 x 34 cm. 36pcs FEFH
HE /46 :12.5kg

AN N N N NN

FiRSCFF

WEFF VR A8 TS DA LE wiki A2 T &%,

EM—ZE AW T, M 09:00 to 18:00 GMT+8. I #r . Tl LIS (1] 52 Ry v
PR AT REZ M5 B TORBIM ] (P~ S AR, o Ay b 75 38 A5 170 ) R 25 0 FH - =37 1)
SR HARE IR

support@dragino.com
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http://wiki.dragino.com/
file:///C:/Users/dragino/Documents/Tencent%20Files/1216820988/FileRecv/support@dragino.com
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ZEE R
WEZ T LGo1 fF FElT

LGO1 LoRa WEKI P 2C  H A JsiA ks
https://github.com/dragino/openwrt-cc-15.05

OpenWrt B J7 ™k
http://www.openwrt.org/

Arduino B 7’k
https://www.arduino.cc

Arduino bridge F A5 511 A1 4t 13 A
https://www.arduino.cc/en/Tutorial/Bridge

AR A

LGO1 fififHf 55 2 43

v’ MS14N Linux FEHR:
https://github.com/dragino/motherboard-hardware/tree/master/ms14n

v LoRa F#R LoRaG:
https://github.com/dragino/Lora/tree/master/LoRa%20G/v1.3
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